Special Topics
UNIX System Administration

CSCI 5895
Final exam

Work must be completed by 3pm Thursday, May 8.

Note: | can be reached by email, by cell phone at (330) 509-2990, or by Yahoo Messenger, my screen name is
snowyowl000. Contact me if you encounter any troubles.

1. System update
A fresh install of Ubuntu 8.04 has been installed on each machine. IQe left a copy of the install CD on each
server; you can keep the CD.

a. Apply all updates to your system. Be sure to select a more appropriate (i.e., faster) mirror by using the
Package Manager beforeclicking the icon for applying updates. From the manager, select Tools A
Repositories, then in the Download From box select Other, and click on the button to find a faster
mirror. When done, don®@forget to click on the Reload button on the manager or it won@see the new
mirror.

2. Configuring iptables
a. Setup iptables on your server machine so that it does the following:
i. Allow ssh access from anywhere
ii. Allow all access from your client machine
iii. Allow mysql access (port 3306) from anywhere, but log requests (limit them to 2 per minute)
iv. Reject all other access

b. Setup iptables on your client machine, preventing access to the NFL web site, but allowing other
outbound access.

3. Printers
a. Configure your server to provide printing access to the printer in room 116. The server should provide
access to your client machine, as well as the instructor machine (150.134.161.53) and the LDAP server in
the corner (150.134.161.54). Prevent access from elsewhere.

b. Configure your client machine to access the printer through your server, not directly.

4. Bonus
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